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TIP SHEET – COLORADO STUDENT DATA PRIVACY
Bottom Line On Top

If you are a researcher seeking student education records, it is likely that you will be asked by the school providing records to enter into a contract outlining the permitted uses of student Personally Identifiable Information (PII).  You should provide this contract, and any other legal document, to the Office of University Counsel (Legal) for appropriate review prior to signature (based on University signatory authority).
Background

Colorado’s Student Data Transparency and Security Act (C.R.S. 22-16-101 et. seq.) requires the Colorado Department of Education (the “Department”) to have in place a policy outlining how the  Department protects personally identifiable information being collected and used.  As such, CDE has adopted the Personally Identifiable Information Protection Policy (the “Policy”) to protect educator and student data that is collected, used, shared and stored by CDE.
The Policy requires that, prior to sharing PII, CDE and the requestor must enter into a written agreement or contract, containing certain provisions, as set forth in Section V.B. of the Policy.
What is Student Personally Identifiable Information (Student PII)?
Student PII includes information that, alone or in combination, personally identifies an individual student or the student’s parent(s) or family; PII also includes information that is linked or linkable to a specific student that would allow a reasonable person in the school community, who does not have personal knowledge of the relevant circumstances, to identify the person with reasonable certainty.

In the context of Colorado Student Data Privacy, examples of PII include, but are not limited to:
· A student's name

· A personal identifier such as a student ID number

· Other indirect identifiers such as a student's date of birth 

· Records regarding a student’s primary disability 

· A student’s socioeconomic information 

· Photos, videos, and voice recordings 

· State-administered assessment results, including participation information, courses taken and completed, credits earned, course grades, and other transcript information 

· Grade level and anticipated graduation year 

· Degree, diploma credential attainment or other school exit information 

· Attendance and mobility information between and within Colorado school districts 

· Special education data and special education discipline reports 

· Program participation information required by state or federal law 
Questions?
Contact COMIRB Investigator Support at
comirb@ucdenver.edu or 303-724-1055.
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