Protecting Patient Privacy & Consequences of
Unauthorized Record Access (aka Snooping)

The Office of Privacy in Regulatory Compliance is your
first point of contact for help with privacy-related questions,

guidance and reporting incidents of inappropriate access,
use or disclosure of protected health information (PHI).

WHAT IS SNOOPING?

Accessing patients’ medical records without a
legitimate, job-related reason to do so.

WHO IS COMMONLY SNOOPED ON?

e Celebrities, politicians, public figures
e Family, friends, neighbors
e Co-workers

EXAMPLES OF SNOOPING

¢ Accessing a close friend or family member’s records
out of concern or curiosity, with or without their
permission.

e | ooking up records of public figures just to see their
diagnosis or treatment.

e Accessing a colleagues information to see why they
were absent from work.

e Checking an ex-partner’s medical treatments to use
for your own gain.

CONSEQUENCES OF SNOOPING

e Patients trust us to protect their privacy. Snooping
destroys that trust.

¢ HIPAA violations can lead to fines from governing
authorities — against the institution or the individual
who snooped — and criminal charges depending on
the intent and extent of breach.

e The university takes privacy breaches seriously, and
snooping can lead to professional discipline and/or
job loss depending on intent and extent of breach.
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REMEMBER:

Access only what you need
to do your job—including
your own patient record.

v
If it’s not part of your job, v R

it’s off-limits!

Access is monitored by Al
and reviewed regularly.

Did you know that accessing your own
medical record through Epic is not
recommended?

Examples of this are viewing or scheduling your

own appointments, arranging referrals or updating
your insurance information in Epic.

The correct ways to access or request your
medical information are to:

e [ og into your patient portal (e.g., My Health
Connection).

e Contact the clinic where you receive care.

e Submit a request to the Health Information
Management (HIM) department.
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