
Are you a U.S. Citizen? This Policy Does not 
Apply

YES

Are you a citizen of the 
following Countries? 

• China (including Hong Kong and 
Macau)

• Russia
• Iran
• North Korea
• Venezuela 
• Cuba

This Policy Does not 
Apply

NO

NO

YES

Are you a paid employed by CU?  Are you accessing data 
outside of the U.S.?

YES

Cannot have access to 
bulk data defined as:
• Human omic data about more 

than 1,000 US persons
• Human genomic data about 

more than 100 US persons
• Biometric identifiers on more 

than 1,000 US persons
• Personal health information on 

more than 10,000 US persons
• Personal financial data on 

more than 10,000 US persons
• Covered personal identifiers on 

more than 100,000 persons 

Cannot access to CU IT 
systems while outside 
the USA

NO
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